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Description 

METHODS AND SYSTEMS FOR COMMUNICATING SIGNALING SYSTEM 
7 (SS7) USER PART MESSAGES AMONG SS7 SIGNALING POINTS 
(SPs) AND INTERNET PROTOCOL (IP) NODES USING SIGNAL 
TRANSFER POINTS (STPs) 

Priority Application Information 
This application claimsythe benefit of: U.S. Patent Application 
09/205,809 filed December 4Al998 (pending); U.S. Provisional Patent 
^0 Application No. 60/127,889 filed Abril 5, 1999. and U.S. Provisional Patent 
Application No. 60/137,988 filed JuneV, 1999, the disclosures of each of which 
are incorporated herein by reference inStheir entirety. 

Field of the Invention 
The present invention relates generally to methods and systems for 
15 communicating signaling system 7 (SS7) user part messages among SS7 
nodes and internet protocol (IP) nodes. More particularly, the present invention 
relates to methods and systems for communicating SS7 user part messages 
among SS7 signaling points and IP nodes using signal transfer points (STPs). 



Background of the Invention 

Modern telecommunications networks generally include two separate 
communication pathways or subnetworks. The first is a voice network that 
handles the transmission of voice or other information between users. The 
second is a signaling network that facilitates the dynamic linking of a plurality 
of voice network circuits, such that a voice-type connection is established 
between a calling party and a called party. These functions are generically 
referred to as call setup and call tear down. Additionally, the signaling network 
provides a framework through which non-voice related information can be 
transported in a manner that is transparent to the user. This signaling 
technique is often referred to as "out of band" signaling, where the term "band" 
implies voice band. Common examples of such out of band data transport are 
the access of 800 number database services, calling card verification services, 
number portability services, and caller ID services. 

In order to provide consistent and reliable communication across the 
signaling network infrastructure, a common or standard digital signaling 
protocol known as SS7 has been developed. SS7 is an out of band common 
channel signaling system that uses labeled messages to transport circuit 
related signaling information, non-circuit related signaling information, network 
resident database service information and other information that can be used 
for the establishment of communication services. 

From a hardware perspective, an SS7 network includes a plurality of 
SS7 nodes, generically referred to as signaling points (SPs), that are 
interconnected using signaling links, also referred to as SS7 links. At least 
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three types of SPs are provided in an SS7 network: service switching points 
(SSPs), signal transfer points (STPs), and service control points (SCPs). 

An SSP is normally installed in tandem or Class 5 offices. The SSP is 
capable of handling both in-band signaling and SS7 signaling. An SSP can be 
5 a customer switch, an end-office, an access tandem and/or a tandem. An STP 
transfers signaling messages from one signaling link to another. STPs are 
packet switches and are generally installed in mated pairs. Finally, SCPs 
control access to databases, such as 800 number translation databases, 800 
number carrier identification databases, credit card verification databases, etc. 
10 Signaling datalinks are transmission facilities used to connect SPs 

together. They are dedicated bidirectional facilities operating at 56 kbps in the 
U.S. and Canada and at 64 kbps when clear channel capability is deployed. 
Normally, every link has a mate for redundancy and enhanced network 
integrity. 

15 Signaling datalinks include access links or "A" links that connect SSPs 

to STPs and that connect SCPs to STPs, as shown in Figure 1 . Bridge links 
or "B" links are used to connect mated STPs to other mated STPs that are at 
the same hierarchical level, as shown in Figure 2. Cross links or "C" links 
connect mated STPs together, as shown in Figure 3. C links are used for 

20 passing messages between STPs when signaling network failures are 
encountered. 

Diagonal links or "D" links connect STPs of different hierarchical levels, 
as shown in Figure 4. Extended links or "E" links connect SSPs to STPs that 
are not within their associated local STP area, as shown in Figure 5: Finally, 
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fully associated links or "F" links connect SSPs directly together without STPs, 
as shown in Figure 6. Figure 7 is a block diagram of a two-level SS7 network 
including a sumnnary of possiblejink.deployment. 

SS7 also includes a network protocol. As a protocol, SS7 defines a 
5 hierarchy or structure of the information contained in a message or data packet 
that is transmitted between SPs of an SS7 network over signaling links. This 
internal data structure is often referred to as an SS7 protocol stack which 
includes the following four SS7 levels: 



Level 1 : The Physical Level 

10 Level 2: The Datalink (or Link) Level 

Level 3: The Network Level 

Level 4: User Parts and Application Parts Level 

The physical level, also referred to as message transfer part (MTP) level 
1 , is the lowest or most fundamental level and is the first level that is used to 
15 interpret and process an incoming message. This level determines and/or 
provides the electrical characteristics to transmit the digital data over the 
interface being used. Following interpretation/processing at the physical level, 
the incoming message is passed up the stack to the datalink level. 

The datalink level, also referred to as MTP level 2, resides adjacent and 
20 above the physical level and is responsible for providing error 
detection/correction and properly sequenced delivery of SS7 message packets. 



» r' 
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Following interpretation/processing at the datalink level, the incoming message 
is passed up the stack to the network level. 

The network level, also referred to as MTP level 3, resides adjacent and 
above the datalink level and provides the information necessary for message 
5 packet routing, message packet discrimination, and message packet 
distribution. Functionally, message discrimination determines whether the 
message packet is addressed to the receiving SP or to another SR. If the 
message contains the local address of the receiving SP, then the message is 
passed on to message distribution. Message distribution routes the message 

10 to the proper application part or user part within the receiving SP. If the 
message is not addressed to the receiving SP, then it is passed on to the 
message router, which determines the physical address of the SP to which the 
message is to be sent. Following interpretation/processing at the network level, 
the incoming message is passed up the stack to the user parts and application 

15 parts level. 

The user parts and application parts level resides adjacent and above 
the network level. User part protocols perform call setup and tear down. 
Exemplary user part protocols that can be included in SS7 level 4 are ISDN 
user part (ISUP), telephone user part (TUP), and broadband ISDN user part 

20 (BISUP). 

Application part protocols provide access to network databases for 
services, such as 800 number service, credit card verification, and number 
portability. The transaction capabilities application part (TCAP) protocol is an 
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example of an SS7 level 4 protocol that can be used to provide access to these 
and other services. 

The above description has assumed that an incoming message is being 
processed. An outgoing message is passed through the protocol stack in the 
5 opposite direction, entering at the user part level and exiting from the physical 
level. Figure 8 illustrates SS7 protocol architecture relative to SS7 levels and 
relative to standard Open System Integration (OSI) layers. 

The above-mentioned SS7 protocol levels are implemented by hardware 
and software residing in SS7 signaling points, such as signal transfer points 

10 (STPs). A high performance STP is marketed by the assignee of the present 
application as the Eagle® STP. A block diagram of a conventional Eagle® STP 
is shown in Figure 9. A detailed description of the Eagle® STP can be found 
in the Eagle® Feature Guide PN/91 10-1225-01, Rev. B. January 1998, 
published by Tekelec, the disclosure of which is hereby incorporated herein by 

15 reference. As described in this publication, Eagle® STP generally designated 
900 includes the following subsystems: maintenance and administration 
subsystem (MAS) 910, communication subsystem 920 and application 
subsystem 930. MAS 910 provides maintenance communications, initial 
program load, peripheral services, alarm processing and system disks. 

20 Communication subsystem 920 includes an interprocessor message transport 
(IMT) bus that is the main communication bus among all subsystems in Eagle® 
STP 900. This high speed communications system functions as two 1 25 Mbps 
counter-rotating serial buses. 



Application subsystem 930 includes application cards that are capable 
of communicating with the other cards through the IMT buses. The illustrated 
application subsystem 930 includes three types of application cards: link 
interface module (LIM) 940 that provides SS7 links and X.25 links, application 
communication module (ACM) 950 that provides a TCP/IP interface for sending 
copies of SS7 message signal units (MSUs) over ethernet, and application 
service module (ASM) 960 that provides global title translation, gateway 
screening and other services. A translation service module (TSM) can also be 
provided for local number portability. 

LIM 940 provides level 1 and some level 2 functions on SS7 signaling 
links. ACM 950 provides access to a remote host for an STP LAN feature. 
The STP LAN feature provides unidirectional access to copies of SS7 MSUs 
from the STP to a remote host. Unidirectional connection from the STP to a 
host is provided through an ethernet LAN using TCP/IP protocol. Finally, ASM 
960 provides additional memory that is used to store translation tables and 
screening data. A detailed description of the Eagle® STP is provided in the 
above-cited Feature Guide and need not be further described. 

A brief conceptual overview of the Eagle® STP is provided in the 
brochure entitled Eagle® STP Platform, Publication 908-0126-01, Rev. A, 
Tekelec, 1997. As described therein, the Eagle® STP is a high capacity, fully 
fault tolerant packet switch and self-contained local area network for 
exchanging data messages between a half-dozen to several hundred or more 
message processing modules. In the Eagle® STP system architecture, three 
functionally specific application subsystems access each other via a 
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communications subsystem which includes dual counter-rotating, 125 Mbps 
IMT buses. The application subsystems include LIMs that provide SS7 and 
X.25 access to telecommunication signaling networks, ACMs that provide 
TCP/IP access to local area networks and a MAS that provides maintenance 
5 communication, peripheral services alarm processing and system disks. As 
stated in this brochure, "ACMs communicate directly with external, collocated 
service application systems via a TCP/IP, 10 Mbit/sec LAN interface mounted 
on the Ethernet Interface Applique (EIA). Examples of external application 
systems include: an SCP not equipped with SS7 signaling links, a routing or 

10 charging database system, celiuiar/PCS home or visitor location registers 
(HLR, VLR), a message accounting system, a voice/record/image processing 
system, and other intelligent network (IN) service nodes and peripherals that 
require direct interface via SS7 signaling links." Thus, the Eagle® STP platform 
publication does not describe communication between an STP and an SS7 

15 node. The ACM card described therein is used primarily for diagnostic 
purposes. 

A detailed description of the operation of the Eagle® STP-LAN interface 
feature is provided in the brochure entitled Eagle® STP STP LAN Interface 
Feature, Publication 908-0134-01, Rev. B, Tekelec 1997. As described 
20 therein, 'The STP-LAN Interface Feature enables the collection of copies of 
SS7 messages that transit the Eagle® STP. This feature, along with user- 
provided data processing equipment, allows the Eagle® STP to perform 
functions beyond normal Signal Transfer Point (STP) functionality, such as 
auditing and accounting functions, message trap and trace and protocol 



-9- 

conformance analysis. The Eagle® STP-LAN Interface Feature enables the 
user to connect external data collection or processing systems directly to the 
Eagle® STP via TCP/IP, 10 Mbits/sec Ethernet LAN. It enables a user to select 
either ISUP messages, SCCP/TCAP messages, or both, for transfer to the 
5 external monitoring system. It also adds a time-stamp to identify the selected 
messages and their sequence for subsequent processing." As is also shown 
in this brochure, the Ethernet LAN link is a unidirectional link from the ACM to 
an external processor (host) for diagnostic purposes. Moreover, the Eagle® 

0 STP LAN feature is not suitable for communicating SS7 messages between 
p 10 SS7 signaling points, not to mention communicating messages to SS7 

signaling points for call setup or other call-related signaling functions. 

1 y While communicating SS7 messages over SS7 links can be desirable 

in some instances, it can also be desirable to communicate SS7 messages 
: over other types of networks. SS7 links provide a high-bandwidth, reliable 

1 5 communication medium for SS7 messages. However, a dedicated SS7 link is 
expensive and often provides too much bandwidth for a given application. In 
addition, the proliferation of networks other than SS7 networks makes these 
networks possible candidates for SS7 message traffic. One type of network 
conventionally used to transport SS7 messages is an X.25 network. For 
20 example, it is known to provide a database transport access feature that 
intercepts SS7 message signaling units originating from an X.25 network. This 
feature is described in a brochure entitled Eagle® STP Database Transport 
Access Feature, Publication 908-0136-01, Rev. B, Tekelec, 1997. 
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It is also known to use protocol converters for sonne protocols in 
connection with STPs. For example, the Eagle® STP X.25 protocol conversion 
feature provides interfacing and connectivity between nodes on an SS7 
network and nodes on an X.25 network. This feature is described in a 
5 brochure entitled Eagle® STP X.25 to SS7-IS.41 Protocol Conversion Feature, 
Publication 908-0135-01, Rev. B, Tekelec, 1997. Sinnilarly, it is known to 
provide an ANSI-ITU gateway to enable an Eagle® STP to interconnect to other 
types of signaling networks. This feature is described in a brochure entitled 
Eagle® STP ANSI-ITU Gateway Feature, Publication 908-0133-01, Rev. B, 

10 Tekelec, 1997. 

Protocol converters are also known for translating protocols between 
SS7 and non-SS7 networks. For example, the Tekelec SS7-Frame Relay 
Access Device (FRAD) translates SS7 protocol information between an SS7 
network and a frame relay network. This feature is described in a brochure 

1 5 entitled SS7-Frame Relay Access Device SS7 Protocol Information Translator, 
Publication 908-0167-01, Rev. A, Tekelec, 1997. 

Protocol conversion for SS7 networks is also described in U.S. Patent 
5,793,771 to Darland et al. , entitled "Communication Gafei/v^ay" (hereinafter, 
"the 771 Patent"), The '771 Patent describes a system and method for 

20 protocol translation between a foreign postal telephone and telegraph network 
and a domestic communication service provider, for verifying international 
credit card numbers. The system includes a communications gateway that 
consists of a computer located between the foreign network and the domestic 
network exclusively for performing protocol conversion. The communications 



-11- 

gateway is not a signal transfer point. The communications gateway is only a 
protocol converter, and the communications gateway includes an SS7 module 
for sending and receiving a plurality of incoming and outgoing SS7 queries and 
responses. The communications gateway also includes an inbound subsystem 
5 module, coupled to the SS7 module, for translating the incoming SS7 queries 
from an SS7 protocol to a non-SS7 protocol. 

The T71 Patent discloses that the inbound subsystem module converts 
incoming SS7 messages into network information distributed service (NIDS) 
format and TCP format. However, the only type of SS7 messages that are 

10 discussed are TCAP messages, where MTP and SCCP layers are removed 
from the messages and a TCP header is added to the messages. The 
translated incoming queries are forwarded to an end user using the non-SS7 
protocol. The inbound subsystem module also translates any responses 
corresponding to the incoming SS7 queries from the non-SS7 protocol to the 

15 SS7 protocol. 

The communications gateway of the '771 Patent further includes an 
outbound subsystem module, coupled to the SS7 module, for translating 
outgoing SS7 queries from the non-SS7 protocol to the SS7 protocol. Again, 
these queries are disclosed as being TCAP queries for international credit card 

20 verification. The translated outgoing queries are sent via the SS7 module 
across an SS7 network. The outbound subsystem module also translates SS7 
responses corresponding to the outgoing SS7 queries from the SS7 protocol 
to the non-SS7 protocol. The translated responses corresponding to the 
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outgoing SS7 queries are forwarded to an end user while in the non-SS7 
protocol. 

U.S. Patent 5,706,286 to Reiman et al. . entitled ''SS7 Gateway" 
discloses a protocol converter separate from an STP that converts TCAP 
5 queries to NIDS format and vice-versa for credit card validation. 

U.S. Patent 5,640,446 to Everett etal. . entitled "System and Method of 
Validating Special Service Calls Having Different Signaling Protocols" discloses 
a protocol converter external to an STP that converts TCAP queries to NIDS 
format for calling card transactions. 
1 0 One problem with conventional protocol converters is that these devices 

require specialized processing hardware and software that reside in a separate 
location from the STP. These protocol converters also lack the processing 
speed and functionality of a signal transfer point, such as the above-mentioned 
Eagle® STP. 

15 Yet another problem with conventional protocol converters is that the 

protocol converters are incapable of converting SS7 messages to other 
protocols without terminating the layer being transported. As a result, protocol 
converters can be required to implement the entire protocol stack. 

Yet another problem with the above-mentioned protocol converters is 

20 that they only address translation between SS7 TCAP messages and TCP 
packets. In encapsulating TCAP messages, the MTP layer 3 information is 
stripped from the message. There are numerous other SS7 message payload 
types (ISUP, TUP. BISUP, etc.) that cannot be TCP/IP-encapsulated and 
routed through an IP network without including at least some of the routing 
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label information contained in MTP level 3. The functionality of such SS7 
messages is impaired, if not destroyed in many cases without this MTP lower 
level or routing label information. In practice, such a protocol conversion task 
presents a more difficult and challenging problem than the relatively simple 
5 case of TCP/IP-encapsulated TCAP/SCCP information. 

Accordingly, there exists a long-felt need for methods and systems for 
transmitting SS7 user part messages including lower-level MTP protocol 
information, over an IP network using signal transfer points. 

Disclosure of the Invention 

10 The present invention includes methods and systems for communicating 

user part messages between SS7 signaling points. As used herein, the phrase 
"user part messages" includes any SS7 user part messages, such as ISUP 
messages, BISUP messages, and TUP messages. In addition, the phrase 
"user part messages" is intended to encompass any future protocol messages 

15 used to transport call signaling information between SS7 signaling points 
and/or IP nodes. 

According to one aspect, the present invention includes methods and 
systems for transmitting SS7 user part messages between SS7 signaling 
points. A first SS7 user part message is received at a signal transfer point from 
20 a first SS7 signaling point. For example, the first SS7 user part message can 
be an ISUP message received from an SSP. The signal transfer point 
encapsulates the first SS7 user part message in a first IP packet. The signal 
transfer point then transmits the first IP packet to a second SS7 signaling point 
over an IP network. 
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According to another aspect, the present invention includes methods 
and systems for encapsulating SS7 user part messages for transmission over 
an internet protocol network.. In order to encapsulate the SS7 user part 
message, a signal transfer point extracts at least some of the SS7 layer 3 
information from an SS7 message signaling unit (MSU). The extracted portion 
includes SS7 routing information for the MSU. The extracted portion of the 
SS7 MSU is encapsulated in a transport adapter layer interface packet 
including an application-level sequence number. An IP header is added to the 
transport adapter layer interface packet to produce an IP packet. 

According to another aspect, the present invention includes a method 
fordecapsulating an IP-encapsulated SS7 user part message utilizing a signal 
transfer point and receives an IP-encapsulated SS7 user part message and 
removes the I P header from the message. The signal transfer point then reads 
MTP layer 3 information from a data portion of the message to determine an 
SS7 signaling link on which to route the message. The signal transfer point 
then adds SS7 layers 1 and 2 information to the message thereby forming a 
complete SS7 MSU. 

According to another aspect, the present invention includes a method 
for reliably recovering SS7 user part message packets when a TCP socket 
fails. The method includes establishing first and second TCP connections over 
first and second sockets between first and second SS7 nodes. Data packets 
are transmitted from the first SS7 node to the second SS7 node over one of the 
TCP connections. The data packets each include an application-level 
sequence number indicator for sequencing data packets received by the first 
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and second SS7 nodes. In response to determining that one of the TCP 
sockets has failed, a recovery packet is transmitted from each node to the 
other node including the application-level sequence number indicating the last 
data packet received by each node. Data communications can then occur over 
5 the socket that did not fail. 

According to another aspect, the present invention includes a data 
structure for communicating SS7 user part messages between SS7 nodes. 
The data structure includes a data field for encapsulating MTP layer 3 
O information. An application-level user part field stores an application-level 

% 10 sequence number. An IP header field stores IP information including an 

■4 Internet protocol address. 

m According to another aspect, the present invention includes computer 

program products comprising computer-executable media for performing steps 
for processing IP-encapsulated SS7 MSUs and for encapsulating SS7 MSUs 
15 in IP packets. As used herein, the phrase, "computer-readable medium" 
includes: magnetic, optical, and electrical storage media, such as disk storage 
devices, memory chips, and propagated electrical signals. 

It is therefore an object of the present invention to provide novel, 
improved methods and systems for communicating user part messages 
20 between SS7 nodes using STPs. 

It is anotherobject of the present invention to provide improved methods 
and systems for communicating SS7 messages, including level 3 routing 
information, between an STP and other SPs of an SS7 network. 
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It is yet another object of the present invention to provide improved 
methods and systems for communicating SS7 messages between an STP and 
other SPs of an SS7 network, which can reduce the capital and maintenance 
expenses of connecting an STP to other SPs of an SS7 network. 
5 It is yet another object of the invention to provide methods and systems 

for communicating user part messages between SS7 nodes with increased 
reliability. 

These and other objects are achieved in whole or in part by the present 
O invention. Some of the objects of the invention having been stated 

' t 10 hereinabove, other objects will become evident as the description proceeds, 
ri when taken in connection with the accompanying drawings as best described 

m hereinbelow. 

i=- Brief Description of the Drawings 

The present invention will now be explained with reference to the 
■"^ 1 5 accompanying drawings of which: 

Figures 1-7 are block diagrams illustrating signaling datalinks and SPs 
of conventional SS7 networks; 

Figure 8 is a block diagram illustrating SS7 protocol architecture relative 
to SS7 levels and relative to standard open system integration (OSI) layers; 
20 Figure 9 is a block diagram of a conventional Eagle® STP; 

Figures 10-14 are block diagrams illustrating exemplary network 
configurations for bidirectional communication of SS7 user part messages 
between an STP and at least one of the other SPs in an SS7 network using 
TCP/IP according to embodiments of the present invention; 
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Figure 15 is a block diagram of an SP according to an ennbodiment of 
the present invention; 

Figure 16 is a block diagram illustrating bidirectional transport of user 
part messages among SS7 and IP network elements using an STP according 
to an embodiment of the present invention; 

Figure 17 is a block diagram illustrating an exemplary network 
configuration for user part message flow according to an embodiment of the 
present invention; 

Figure 1 8 is a call flow diagram illustrating exemplary user part message 
flow in the network configuration illustrated in Figure 17; 

Figures 19 and 20 are flowcharts illustrating bidirectional communication 
of SS7 messages between an STP and at least one other SP according to 
embodiments of the present invention; 

Figure 21 is a block diagram of exemplary hardware of an STP capable 
of communicating user part messages over IP networks according to an 
embodiment of the present invention; 

Figure 22 is a detailed block diagram illustrating exemplary software in 
an STP for bidirectional SS7 user part message communication over SS7 and 
IP networks according to an embodiment of the present invention; 

Figure 23 is a block diagram illustrating exemplary hardware for SS7 to 
IP message flow according to an embodiment of the present invention; 

Figure 24 is a block diagram of an exemplary data structure for 
transmitting SS7 user part messages over IP networks according to an 
embodiment of the present invention; 
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Figure 25 is a block diagram of another exemplary data structure for 
transmitting SS7 user part messages over IP networks according to an 
embodiment of the present invention; and 

Figure 26 is a flow chart illustrating an exemplary SS7 message 
recovery routine according to an embodiment of the present invention. 

Detailed Description of Preferred Embodiments 
The present invention now will be described more fully hereinafter with 
reference to the accompanying drawings, in which preferred embodiments of 
the invention are shown. This invention can, however, be embodied in many 
different forms and should not be construed as limited to the embodiments set 
forth herein; rather, these embodiments are provided so that this disclosure will 
be thorough and complete, and will fully convey the scope of the invention to 
those skilled in the art. Like numbers refer to like elements throughout. 

Exemplarv Network Configurations for Bi-directional Communication 

of User Part Messages 
Figures 10-14 are block diagrams illustrating exemplary network 
configurations for bidirectional communication of SS7 user part messages 
between an STP and at least one of the other SPs in an SS7 network using 
TCP/IP according to embodiments of the present invention. More specifically, 
Figure 10 illustrates an exemplary network configuration for bidirectional 
communication of SS7 user part messages between an STP and at least one 
SSP using TCP/IP, to thereby replace SS7 A links with TCP/IP links. For 
example, STPs 1000 and 1002 can transmit SS7 user part messages to and 
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receive SS7 user part messages from SSPs 1004 and 1006 over TCP/IP 
network 1008. 

Figure 1 1 illustrates an exemplary network configuration for bidirectional , 
communication of SS7 user part messages between STPs of the same 
hierarchical level, replacing SS7 B linkswith TCP/IP links. For example, mated 
STPs 1100 and 1102 can send SS7 user part messages to and receive SS7 
user part messages from mated STPs 1 1 04 and 1 1 06 through TCP/I P network 
1108. 

Figure 1 2 illustrates an exemplary network configuration for bidirectional 
communication of user part messages between mated STPs using TCP/IP, 
replacing SS7 C links with TCP/IP links. For example, STP 1200 can send 
SS7 user part messages to and receive SS7 user part messages from STP 
1202 through TCP/IP network 1204. Similarly, STP 1206 can send SS7 user 
part messages to STP 1208 and receive SS7 user part messages from STP 
1208 through TCP/IP network 1204. 

Figure 1 3 illustrates an exemplary network configuration for bidirectional 
communication of user part messages between STPs of different hierarchical 
levels using TCP/IP links, replacing D links with TCP/IP links. For example, 
local STPs 1300-1306 can send SS7 user part messages to regional STPs 
1 308 and 1310 and receive SS7 user part messages from regional STPs 1 308 
and 1310 through TCP/IP network 1312. 

Figure 1 4 illustrates an exemplary network configuration for bidirectional 
communication of SS7 user part messages between STPs and SSPs that are 
not within the same local STP area using TCP/IP, replacing E links with TCP/IP 
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links. For example, STPs 1400 and 1402 can be located in a different local 
area fronn STPs 1404 and 1406 and SSP 1408. Communication of user part 
messages between STPs. 1400 and 1402 and SSP 1408 would thus 
conventionally occur over E links. However, according to the present invention, 
5 the E links are replaced by TCP/IP network 1410. As such, STPs 1400 and 
1402 are capable of sending SS7 user part messages to and receiving SS7 
user part messages from STPs 1404 and 1406 and SSP 1408 through TCP/IP 
network 1410. TCP/IP can also be used to replace combinations of A through 
E links by combining one or more of Figures 10-14. 

10 STP Including SS7/IP User Part Communicator 

Figure 15 is a block diagram of an SP generally designated 1500 
according to the present invention. SP 1500 can also be referred to as a 
"node" of an SS7 network. SP 1500 can comprise any suitable combination of 
hardware and software for performing the SS7 and IP switching functions. As 

15 shown in Figure 15, SP 1500 includes STP 1510 that transfers messages 
between other SPs of the SS7 network using the SS7 protocol. SP 1500 also 
includes an SS7/1P user part message communicator 1520 that is preferably 
integrated within STP 1510 to bidirectionally communicate at least some of the 
transferred SS7 user part messages between the STP 1510 and at least one 

20 of the other SPs, such as SP 1540, of the SS7 network using an IP network 
and preferably using TCP/IP network 1530. In an alternative embodiment, 
SS7/IP user part message communicator 1520 can be located external to STP 
1510. 
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STP 1510 including SS7/IP user part nnessage communicator 1520 can 
be used to provide seamless transport among SS7 user part network elements, 
and among IP network elements. For example, as shown in Figure 16, STP 
1510 can be used to bidirectionally communicate SS7 messages and other 
messages between a first signaling point SP1 and a second signaling point 
SP2 of two separate SS7 networks as shown by the bidirectional arrow A1. 
Moreover, STP 1510 can also be used to bidirectionally communicate SS7 user 
part messages or other messages between a first IP node N1 and a second IP 
node N2 via one or more IP networks, as shown by bidirectional arrow A2. 

Finally, as shown by bidirectional arrows A3 and A4, STP 1510 can be 
used to communicate SS7 user part messages or other messages between 
signaling points SP1 and SP2 and IP nodes N1 and N2. Thus, an STP 
including an SS7/IP user part message communicator can become a router for 
communicating user part messages among SPs in an SS7 network, between 
SPs in an SS7 network and nodes in an IP network, and among nodes in an 
IP network. Seamless transport of user part messages between SS7 and IP 
network elements can thereby be provided using an STP with an SS7/IP user 
part message communicator. 

As stated above, user part messages, such as ISUP messages, are 
used to perform call setup and tear down functions. Figure 17 illustrates an 
exemplary network configuration for communicating user part messages 
between end offices in performing call setup. In Figure 17, SSP 1700 is 
connected to STP 1510 through SS7 link 1720. For example, SS7 link 1720 
can comprise an A link. STP 1510 is connected to another SSP 1730 through 
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a TCP/IP network 1740. TCP/IP network 1740 replaces an SS7 A link between 
STP 1710 and SSP 1730. STP 1510 includes an SS7/IP user part message 
communicator 1520 for bidirectionally communicating user part messages 
between SSP 1700 and SSP 1730. In the illustrated network, the SSP 1730 
is preferably capable of communicating using TCP/IP. In an alternative 
network configuration, SSP 1730 might not be TCP/IP-enabled and an 
additional STP including an SS7/IP user part message communicator or a 
protocol converter can be connected between TCP/IP network 1740 and SSP 
1730. Either configuration is within the scope of the present invention. 

Each of the nodes in the network configuration illustrated in Figure 17 
has MTP level 3 routing information including a point code. In the illustrated 
network, SSP 1700 has a point code of 100.100.101. The SSP 1730 has a 
point code of 200.200.201. STP 1510 has a point code of 300.300.301. 
Because STP 1510 and the 1730 are connected over an IP network, STP 1510 
and SSP 1730 also have IP addresses. In the illustrated embodiment, STP 
1710 has an IP address of 128.10.2.30 and SSP 1730 has an IP address of 
128.10.2.31. 

Figure 1 8 illustrates an exemplary call flow diagram illustrating the flow 
of ISUP messages between SSP 1 700 and SSP 1 730 in performing call setup. 
In line 1 of the call flow diagram, SSP 1700 transmits an initial address 
message (lAM) message addressed to SSP 1730 to STP 1510, The lAM 
message has an originating point code of 100.100.101 and a destination point 
code of 200.200.201 . When STP 1 51 0 receives the lAM message, STP 1510 
does not change the SS7 originating point code or destination point code. 
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Rather, STP 1510 encapsulates the lAM message in a TCP/IP packet with a 
destination IP address of 128.10.2.31. i.e., the IP address of SSP 1730. The 
TCP/IP packet also includes the source IP address of 128.10.2.30, i.e., the IP 
address of STP 1510. 

In line 2 of the call flow diagram, SSP 1730 transmits an address 
complete message (ACM) to SSP 1510. The address complete message 
includes an originating point code of 200.200.201 , i.e., the point code of SSP 
1730, and a destination point code of 100.100.101, i.e., the point code of SSP 
1700. The destination IP address, however, Is that of STP 1510, i.e., 
128.10.2.30. TheSTP1510 receives the ACM message, removes the TCP/IP 
header, attaches any needed SS7 information, and forwards the ACM 
message to SSP 1700. 

In line 3 of the call flow diagram, when the calling party answers the call, 
SSP 1730 transmits an answer message (ANM) to SSP 1700. The answer 
message can be transmitted in a manner similarto the ACM message and thus 
the transmission need not be further described. 

Once the answer message has been received by SSP 1700, a call 
between end users 1750 and 1760 is in progress. The call continues until 
either party goes on-hook. In the illustrated call flow diagram, when end user 
1760 connected to SSP 1730 goes on-hook, a release message (REL) is 
transmitted from SSP 1730 to SSP 1700. The release message is addressed 
and routed in a manner similar to the ACM message described above. The 
SSP 1 700 responds to the release message by transmitting a release complete 
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message (RLC) to SSP 1730. The release complete message is addressed 
and routed in a manner similar to the lAM message described above. 

Because STP 1510 performs bidirectional communication of user part 
messages between end offices, the resources required for performing call 
5 setup operations are reduced. For example, it is no longer necessary to have 
dedicated SS7 links between end offices for performing call signaling 
operations. One or more of the links can be replaced by an IP network, such 
as a TCP/IP network or a UDP/IP network. 

Bidirectional Communication Methods and Computer Programs 
10 An STP for an SS7 network according to the present invention includes 

means for and provides the steps of, bidirectionally transferring SS7 user part 
messages among SPs of the SS7 network. The STP also includes means for 
and provides the steps of bidirectionally transferring user part messages 
between SPs of the SS7 network and IP nodes of an IP network. The STP 
15 also includes means for and provides the steps of, bidirectionally transferring 
messages among IP nodes of the IP network. Bidirectional transfer preferably 
takes place using TCP/IP. 

Figures 19 and 20 are flowcharts and Figures 21-24 are block diagrams 
illustrating exemplary hardware and software for bidirectional communication 
20 of SS7 user part messages between an STP and at least one of the other SPs 
of an SS7 network according to embodiments of the present invention. The 
present invention can be embodied as methods, systems (apparatus), and/or 
computer program products. Accordingly, the present invention can take the 
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form of an entirely hardware embodiment, an entirely software embodiment or 
an embodiment combining software and hardware aspects. 

It will also be understood that one or more of the blocks in Figures 19- 
24, and combinations of these blocks, can be implemented by computer 
program instructions. These computer program instructions can be provided 
to a processor or other programmable data processing apparatus to produce 
a machine, such that the instructions which execute on the processor or other 
programmable data processing apparatus create means for implementing the 
functions specified in the flowchart block or blocks. These computer program 
instructions can also be stored in a computer-readable medium that can direct 
a processor or other programmable data processing apparatus to function in 
a particular manner, such that the instructions stored in the computer-readable 
medium produce an article of manufacture including instruction means which 
implement the functions specified in the flowchart block or blocks. 

Accordingly, blocks in Figures 1 9-24 support combinations of means for 
performing the specified functions, combinations of steps for performing the 
specified functions and program instruction means for performing the specified 
functions. It will also be understood that each block, and combinations of 
blocks, can be implemented by special purpose hardware-based computer 
systems which perform the specified functions or steps, or by combinations of 
special purpose hardware and computer instructions. 

Figure 19 illustrates exemplary steps that can be performed by an 
SS7/IP user part message communicator embodied in an STP in processing 
an SS7 user part message for transmission over an IP network according to an 
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embodiment of the present invention. In step ST1 the SS7/IP user part 
message communicator receives an SS7 user part message from an SS7 
node. The SS7 user part message includes an SS7 MTP level and an SS7 
user part level, such as an ISUP level. A portion of the MTP level information 
5 can be stripped or removed from the SS7 message, as shown in step ST2. 
However, according to a preferred embodiment of the invention, MTP level 3 
routing information is preferably retained in the message. 

In step ST3, the remaining MTP level information and user part level in 
the SS7 message are placed in a TCP transport layer to create a TCP 

1 0 message. The TCP transport layer preferably includes the TCP port on which 
a connection has been established with the destination SS7 or IP node. It 
should be noted at this point that all of the information contained in the original 
SS7 MTP level can be placed in the TCP transport layer, if desired. 
Furthermore, the MTP level information that is ultimately included in the TCP 

15 transport layer can be modified or altered from it's original form prior to TCP 
encapsulation. That is, the bit stream representing the MTP level information 
in the original SS7 MSU and the bit stream representing the MTP level 
information in the TCP-encapsulated message need not be identical. In 
addition, additional data, such as application-level sequence number data and 

20 operation code data can be added to the message before or after the message 
is TCP- or IP-encapsulated. 

In step ST4, an IP network layer is added to the TCP message to create 
a TCP/IP message. The IP network layer includes the destination IP address 
of the node to which the original SS7 messages was addressed. The 
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destination IP address can be determined using a lookup table or other routing 
mechanism based on the destination point code in the original SS7 message. 
In an alternative embodiment of the invention, steps ST3 and ST4 can be 
combined so that the TCP and IP information is added in a single step. Finally, 
5 in step ST5, the TCP/IP message is transmitted to the IP address over an IP 
network 1530 (Figure 15) using TCP transport. The IP address can represent 
an SS7 node configured to communicate using TCP/IP or a TCP/IP node 
without SS7 capabilities. Thus, the user part message can be sent from an 
y STP, another SS7 node, or an IP node using a TCP/IP network. 

T 10 Figure 20 illustrates processing that can be performed by SS7/IP user 

Q part message communicator 1520 of STP 1510 (Figure 15) in processing an 

fU IP-encapsulated SS7 message according to an embodiment of the present 

f'^ invention. As shown in step ST1, a TCP/IP message including an 

encapsulated SS7 user part message is received from an IP network. The 
;Q 15 TCP/IP message includes SS7 MTP level information and user part payload 

data that are encapsulated in TCP transport and IP network layers. In step 
ST2, the IP network layer is removed from the IP message to create a TCP 
message that includes SS7 MTP level information and SS7 user part payload 
data in a TCP transport layer. In step ST3, the TCP transport layer is removed 
20 from the TCP message to create an SS7 message including SS7 MTP level 3 
information and an SS7 user part payload level. In an alternative embodiment 
of the invention, steps ST2 and ST3 can be combined such that the TCP/IP 
information is removed in one step. Additional information, such as an 
application-level sequence number and an operations code can be also 
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removed from the message and processed. In step ST4, MTP levels 1 and 2 
^ information is attached to the message, as required, to form a functional SS7 
message. If no MTP level information was removed from the TCP/IP message 
by SP 1540, then no additional MPT levels 1 and 2 information needs to be 
5 added. Finally, in step ST5, the SS7 message is routed. Thus, message can 
be sent from SP 1540 to STP 1510 using the TCP/IP network 1530, rather than 
an SS7 link. 

Although the flow charts in Figures 19 and 20 respectively show the 
addition and removal of TCP transport layer information from an SS7 user part 
10 message, the present inventioVi is not limited to such an embodiment. For 
example, in an alternative embodiment, and SS7 user part message can be 
encapsulated in a UDP/IP message for transmission over a UDP/IP network. 
Similarly, UDP/IP-encapsulated SS\ user part messages can be received over 
a UDP/IP network and the UDP/IP portion of the messages can be removed 
15 to produce the SS7 user part messageV 

Hardware for Performing Bi-directional SS7/IP User Part Message 

Communications 

Figure 21 is a block diagram of a hardware configuration for STP 1510 
20 that includes an integrated SS7/IP user part message communicator according 
to an embodiment of the present invention. As shown in Figure 21 , STP 1510 
includes three cooperating subsystems: maintenance and administration 
subsystem (MAS) 2102, a communication subsystem comprising a pair of 
counter rotating interprocessor message transport (IMT) buses 2104, and at 
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least one application subsystem 2106. Application subsystem 2106 can 
include a plurality of modules. For example, at least one application service 
module (ASM) 2108 is used to store translation tables and screening data for 
gateway screening. At least one translation service module (TSM) 2110 that 
5 is used for global title translation can be included. At least one application 
communication module (ACM) 21 12 provides unidirectional access to a remote 
host for STP-LAN functionality. At least one link interface module (LIM) 21 1 3 
provides a physical input/output terminal for two SS7 links. Each of the 
elements 2108-2113 in application subsystem 2106 can include one or more 

10 printed circuit cards including processing circuitry and memory devices 
configured to perform the described functions. 

According to an embodiment of the present invention, at least one data 
communications module (DCM) 2114 provides the necessary hardware for 
bidirectional communication of SS7 messages over an IP network. DCM 21 14 

15 can include a general purpose microprocessor, network communications 
hardware, program memory, and data memory for bidirectionally 
communicating SS7 user part messages over an IP network. The SS7/IP user 
part message communicator 1520 (not shown in Figure 21) can reside in the 
program memory of DCM 2114 and cause the processor to perform 

20 bidirectional SS7/IP user part communications functions, as will be described 
in more detail below. DCM 2114 performs bidirectional SS7 to TCP/IP or 
UDP/IP protocol stack mapping, as previously described. As shown in Figure 
21, each DCM 2114 interfaces with both IMT bus 2104 and an associated 
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TCP/IP network 2116. By interfacing with IMT bus 2104, high speed 
communications can be obtained with other modules in the STP 1510. 

SS7/IP User Part Message Communicator 
5 Figure 22 is a detailed block diagram illustrating software executing on 

the STP 1510 for performing bidirectional SS7/IP user part message 
communications according to the present invention. In the illustrated 
embodiment, STP 1 51 0 includes an SS7/I P user part message communicator 
1520. SS7/IP user part message communicator 1520 includes application 

10 layer 2200 and SS7/IP converter 2201 . The functions of application layer 2200 
and SS7/IP converter 2201 will be discussed in detail below. The software 
executing on LIMs 2113a and 2113b and DCM 2114 performs combinations 
of SS7 functions including message handling discrimination (HMDC) functions, 
message handling distribution (HMDT) functions, message handling congestion 

1 5 (HMGC) functions and message handling routing (HMRT) functions. As stated 
above, HMDC functions 2202a and 2202c determine if received MSUs are 
destined for the STP itself and should be processed at the STP or if the MSUs 
should be routed through the STP to another SS7 node. HMRT functions 
2204a and 2204c determine the signaling link over which the outgoing 

20 message is sent. HMGC function 2205 monitors signaling point processing 
load. Congestion procedures exist to detect when the processing load is too 
high and perform load shedding to reduce the processing load. 

Still referring to Figure 22, when an incoming SS7 user part message 
2203 arrives at LIM 2113a, the SS7 levels 1 and 2 information can be removed 
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and the message is queued in queue 2200a. HMDC function 2202a 
determines whether routing is required. Determining whether routing is 
required can include examining the DPC in the message. If HMDC function 
2202a determines that routing is required, HIVIRT 2204a routes the message 
5 to DCM 21 14 using the IMT bus 2104. Application layer 2200 determines the 
data components that are passed on to SS7/IP converter 2201. In one 
embodiment, application layer 2200 might determine that all of the MTP and 
user part payload data are to be passed on to SS7/IP converter 2201 . It should 
be appreciated that in alternate configurations, application layer 2200 can 

10 determine that only certain components of the MTP layer data are needed, and 
consequently only a portion of the MTP level data would be passed , along with 
the user part payload, to SS7/IP converter 2201. However, as will be 
discussed in more detail below, application layer 2200 preferably retains the 
routing information in the SS7 user part message. In any event, the SS7/IP 

15 converter 2201 places the MTP level information and the user part level 
payload in a TCP or UDP transport layer and adds an IP network layer 
including an IP address. Additional information, such as application-level 
sequence numbers and operation codes can also be added to the message. 
TCP/IP- or UDP/IP-encapsulated message 2210 is then routed to the target 

20 SSP via the IP network. 

Still continuing with the description of Figure 22, an incoming TCP/IP- 
or UDP/IP-encapsulated user part message 2212 is received from an SP via 
an IP network. The SS7/IP converter 2201 removes the IP network layer and 
the TCP or UDP transport layer, while any missing MTP layer information is 
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added so as to create a complete SS7 message including an MTP level and 
a user part level. The message is queued in a queue 2200c and processed by 
HMDC function 2202c to determine whether routing is required. If routing is 
required, HMRT function 2204c fonA^ards the message to HMGC function 2205 
5 on LIM 2113b. HMCG function 2205 stores the message in a queue 2200b. 
Once the message reaches the head of the queue, outgoing unencapsulated 
SS7 user part message 2213 is sent to the intended SP via an SS7 link. 

Figure 23 is a block diagram illustrating message flow through STP 1510 
when processing user part messages sent to and received from SSP 1 730 over 

10 TCP/IP network 1740 according to an embodiment of the present invention. 
In Figure 23, an SS7-formatted user part message (Ml) is received by STP 
1510 via a conventional SS7 LIM 2113. For the purposes of illustration, it is 
assumed that the user part message M1 is an initial address message (lAM). 
Based on information contained in the routing label of the user part message 

15 Ml, LIM 2113 determines that the lAM message is destined for an SSP 1730 
to which STP 1510 is connected via TCP/IP network 1740. LIM 2113 then 
routes the message Ml internally via IMT bus 2104 to DCM module 2114. 
DCM module 21 14 performs translation and converts SS7 user part message 
Ml into a TCP/IP packet 2300, wherein some or all of the MTP level 2 - 3 

20 information and the user part payload layer are transmitted, as described 
above. TCP/IP packet 2300 is then sent across the TCP/IP network to SSP 
1730. 

In a second scenario, SSP 1730 generates a TCP/IP packet 2302 
containing an SS7 user part message that is routed back to STP 1510- In this 
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case, for the purposes of illustration, it is assumed that the second user part 
message is an address complete message (ACM). It is also assumed in this 
example that. SSP 1730 generates and transmits the message in TCP/IP 
packet 2302, which is similar in structure to TCP/IP packet 2300, described 
above. TCP/IP packet 2302 is passed through TCP/IP network 1740, and 
eventually received by STP 1510 via the DCM module 2114. TCP/IP packet 
2302 is then translated into an SS7 format by DCM 2114 and routed internally 
over IMT bus 2104 to the appropriate LIM module 2113 and out onto the SS7 
network as a user part message M2. 

OAM 2304 provides operating, administration and maintenance 
functionality. This functionality includes user I/O, disk services, database 
updates to active cards and the general ability to load the resident software on 
the LIMs, ASMs, etc. HSL 2306 is a high speed signaling link implemented 
according to the Bellcore GR-2878-core specification. This high speed link is 
an SS7 link that operates on ATM over T1 as opposed to MTP over DSO 
physical network. The following table illustrates OSI standard layers and 
compares MTP Low Speed Links, MTP High Speed Links, traditional IP and 
operation of a DCM according to an embodiment of the present invention. 
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TABLE 1 : 

Comparison of OSI Layers, MTP Low and High Speed Links, IP Layers, and 



DCM Functionality 



OSI 


MTP 


MTP 


IP 


DCM 


(Standard) 


Low 
Speed 
Links 


High 
Speed 
Links 


(Traditional) 




Application 


ISUP 


ISUP 




ISUP 


Presentation 










Session 










Transport 






TCP 




Network 


MTP 3 


MTP 3 


IP 


MTP 3 


Data link 


MTP-2 


SAAL 
AAL-5 


MAC 


Gateway Adaptation 
Layer 
TCP 
IP 
MAC 


Physical 


DSO 


T1 


10/100 base-t 


10/100 base-t 



Data Structures 

Figure 24 illustrates a data structure for bidirectionally communicating 
15 SS7 user part messages in internet protocol packets according to an 
erhbodiment of the present invention. In Figure 24, SS7 MSU generally 
designated 2400 is encapsulated in transport adapter layer interface (TALI) 
packet generally designated 2402, which is in turn encapsulated in IP packet 
2404. More particularly, the layer 3 information in SS7 MSU 2400, including 
20 the message type field, the circuit information code field, the routing label, and 
the sen/ice information octet are encapsulated in service field 2406 of TALI 
packet 2402. The user part field is also encapsulated in service field 2406. 
The remaining portions of the SS7 MSU are preferably discarded. TALI packet 
2402, in addition to the SS7 layer 3 information, includes length field 2408, 
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opcode field 241 0, and synchronization field 241 2. Length field 2408 specifies 
the length of the data in service field 2406 of TALI packet 2402. Opcode field 
241 0 specifies an SS7 message type. In this example, the opcode field would 
specify an SS7 user part message type such as ISUP, TUP, or BISUP. Sync 
5 field 2412 indicates the start of a packet. Sync field 2412 is useful in 
determining packet boundaries in TCP streams if the value in the length field 
2408 is incorrect. 

TALI packet 2402 is encapsulated in data field 2414 of IP packet 2404. 
■i: TCP header field 2416 includes TCP header information, such as TCP port 

'V 1 0 numbers, for bidirectional user part message communication. IP header field 

'j 2418 includes IP header information such as source and destination IP 

fU addresses, for IP packet 2404. Finally, MAC header field 2420 includes 

f"7 physical and network information for delivering the IP packet 2404 over a 

IVJ physical network. 

2 15 Figure 25 illustrates an alternative data structure for encapsulating an 

SS7 user part message in an IP packet according to an embodiment of the 
present invention. The data structure illustrated in Figure 25 provides 
increased reliability using message sequencing and retrieval. In Figure 25, 
SS7 MSU 2400 is the same as the SS7 MSU illustrated in Figure 24. TALI 
20 packet generally designated 2402a however, is different from TALI packet 2402 
illustrated in Figure 24. In particular. TALI packet 2402a includes an 
application-level sequence number field 2500 for sequencing IP packets 
between SS7 MSUs. In the illustrated embodiment, application-level sequence 
number field 2500 is included as a trailer to TALI packet 2402a. In an 



-36- 

alternative embodiment, application-level sequence number field 2500 can be 
included as a header to TALI packet 2402a or at any other location in TALI 
packet 2402a. Application-level sequence number field 2500 provides a 
sequence number of a TALI packet in a communication between SS7 MSUs. 
Processing the sequence number value to provide increased reliability will be 
discussed in more detail below. 

IP packet 2404a includes data field 2414a that includes TALI packet 
2402a. Data field 241 4a thus includes application-level sequence number field 
2500. The remaining fields in IP packet 2404a are the same as those 
illustrated in Figure 24 and need not be further described. 

Figure 26 illustrates an exemplary SS7 message recovery routine for 
reliable communication of IP-encapsulated SS7 messages between SS7 
nodes. The SS7 message recovery routine can be software executed by SS7 
communication hardware in SS7 nodes. For example, the SS7 message 
recovery routine can be executed by a DCM or its equivalent in an STP. 
Alternatively, the SS7 message recovery routine can be executed by other 
nodes, such as SSPs, SCPs, or non-SS7 IP nodes for reliable IP 
communications. In Figure 26, the SS7 packet recovery routine is explained 
generally in terms of steps performed by two SS7 nodes. The nodes are 
referred to as node A and node B, respectively. It will be understood by those 
of ordinary skill in the art that either node could be an STP, an SSP, an SCP 
or other node. 

In step ST1, node A establishes first and second TCP connections on 
first and second TCP sockets with node B. In step ST2, node A transmits 
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TCP/IP-encapsulated SS7 messages including application-level sequence 
numbers indicating the sequence of the packets on the first socket to node B. 
In step ST3, node A determines whether a socket failure has occurred. If a 
socket failure has not occurred, node A continues to transmit TCP packets to 
node B on socket number 1. Since TCP communications are bidirectional, 
node B can also transmit TCP packets to node A on socket number 1. The 
packets transmitted from node B to node A preferably also include application- 
level sequence numbers indicating the order of packets transmitted from node 
B to node A. 

In step ST4, if a socket failure has occurred, for example on socket 
number 1 , nodes A and B exchange application-level sequence numbers over 
the good socket for the last packets transmitted and received. For example, 
node A transmits the application-level sequence number of the last packet 
received from node B to node B. Node B transmits the application-level 
sequence number of the last packet transmitted to node A. Similarly, node B 
transmits the application-level sequence number indicating the last packet 
received from node A to node A. Node B transmits the application-level 
sequence number indicating the last packet transmitted to node A. In step 
ST5, node A and node B resume data communications on the good socket, 
i.e., socket 2 based on the application-level sequence numbers. For example, 
node B can transmit lost packets to node A, and node A can transmit the lost 
packets to node B on the second socket. In this manner, reliable 
communications are established between SS7 nodes even when a socket fails. 
Conventional TCP sequence numbering does not address this issue because 
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TCP does not provide a mechanism for packet retrieval when a socket fails. 
The application-level sequence numbering of the present invention allows 
communications to resume at the point where communications were lost, rather 
than requiring retransmission of an entire sequence of packets. 

Although the invention has thus far been described in detail with respect 
to replacing SS7 links between an STP and other SS7 type SP network 
elements with TCP/IP links, the present invention can also be employed to 
facilitate communication between SS7 network elements and IP based network 
elements via TCP/IP links. Furthermore, the discussion and examples 
provided above specifically relate the use of the present invention to SS7 user 
part messages. However, it will be appreciated by those skilled in the art that 
any SS7 message type that requires MTP routing label information in order to 
effectively perform or serve it's proper function can be communicated 
bidirectionally between SS7 and IP networks using the STP of the present 
invention. 

It will be understood that various details of the invention can be changed 
without departing from the scope of the invention. Furthermore, the foregoing 
description is for the purpose of illustration only, and not for the purpose of 
limitation-the invention being defined by the claims. 



